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Abstract. WebGL offers website direct access to the GPU, allowing
beautiful graphics. The direct hardware access offered by WebGL was
also shown to expose multiple security vulnerabilities. In particular,
DRAWNAPART [2] showed that by performing graphical micro-benchmarks
on the GPU, it is possible to fingerprint the underlying hardware. Re-
cently, the access of websites to the GPU was extended with the intro-
duction of the WebGPU API, a new low-level API that allows websites to
perform general-purpose computations on the GPU. Our research ques-
tion was: Does this additional access to the GPU expose additional av-
enues for fingerprinting? Our initial results show that this is true. Our
new attack, which we call LOCKEDAPART, uses WebGPU to directly
measure contention between GPU threads. Compared to DRAWNAPART ,
LoCKEDAPART s up to 310x faster and up to 1.8x more accurate. These
preliminary results show that it is important to consider the security
implications of this new API. The code for LOCKEDAPART is available at
https://github.com/LockedApart/LockedApart.

1 Introduction

General-purpose computing on GPUs (GPGPU) has revolutionized various fields,
enabling high-performance computations across domains such as machine learn-
ing, scientific simulations, and cryptography. WebGPU is a next-generation compute-
focused API designed to replace WebGL, which was primarily geared toward
graphical rendering. Unlike WebGL, WebGPU provides access to low-level GPU
features, such as shared memory across threads. These features open new op-
portunities for high-performance computing within browsers, transforming the
web into a powerful platform for general-purpose computation.

Device fingerprinting is a technique used to identify and distinguish devices
based on their unique characteristics. The most common device fingerprinting
techniques are deterministic, such as installed fonts, screen resolution, browser
plugins, etc. These techniques are unable to track a single device for an extended
duration due to the constant changes in the device’s configuration, which causes
the fingerprint to evolve and be confused with other fingerprints [3]. Microar-
chitectural fingerprinting is a technique that uses the unique characteristics of
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a device’s underlying hardware to identify and distinguish devices, which re-
sults enhances the tracking duration of devices [2]. The current state-of-the-art
microarchitectural fingerprinting technique, DRAWNAPART [2], leverages the We-
bGL API to collect microarchitectural fingerprints of devices. DRAWNAPART uses
contention between GPU execution units to create a fingerprint. To measure
contention, DRAWNA PART measures the time it takes to render a canvas element
that is stalled by a computation that runs concurrently on multiple execution
units of the GPU.

In this work, we leverage the new WebGPU API to collect microarchitectural
fingerprints of devices remotely. This new API allows us to move away from
graphical rendering and use compute features, such as shared memory across
GPU threads. This allows us to collect fingerprints faster since we can measure
contention between GPU threads directly, without the need to render a canvas
element and time the rendering process.

2 Method

fig. [I] illustrates our method and compares it to DRAWNAPART. Our method
spins up n GPU threads that run concurrently and share a mutex. n should
be lower than the number of execution of the GPU. Each thread runs a loop
that tries to acquire the mutex. If a thread acquires the mutex, it increments a
shared counter and writes the acquisition index to a shared array in the location
of the thread ID. If a thread fails to acquire the mutex since it’s already taken,
it continues to the next iteration of the loop. The number of iterations is the
number of threads that we spin on the GPU. In a case that the number of
execution units inside the GPU is small, for example, in integrated GPUs, to
have a bigger trace we can run our method k times one after the other and
concat the traces. We input the resulting trace into a random forest classifier to
classify the device. Compared to DRAWNAPART , our method does not require
drawing or using timers.

3 Preliminary Results

We evaluated LOCKEDAPART and DRAWNAPART on:

1. Six identical machines featuring Intel i5-10500 CPUs and Nvidia GTX 1650
GPUs, running Windows 10 (build 19045.5247), Chrome (version 131.0.6778.86),
and Brave (version 1.71.123 — 93).

2. Four identical Samsung Galaxy S23 phones from the Samsung Remote Test
Lab [1], running Android 14 and Chrome (version 132.0.6834.165).

For the machines equipped with Nvidia GTX 1650 GPUs, we used n = 256
threads and & = 1 repetitions. For the Galaxy S23 phones, we used n = 10
threads and k& = 10 repetitions. For each evaluation, we collected 750 traces and
applied 5-fold cross-validation to split the data into training and testing sets. We
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(a) (1) DrawnApart method. (b) (2) LockedApart method.

Fig. 1: Comparison between LOCKEDAPART and DRAWNAPART . Changes high-
lighted in red.

were able to collect only 62 DRAWNAPART trace on Galaxy S23 phones, due to
its very slow collection time - around 16 seconds per trace and Samsung Remote
Test Lab’s session time limit. A Random Forest classifier with 600 estimators
was used, keeping the other parameters as sklearn’s default. As shown in fig. 2]
on machines equipped with the Nvidia GTX 1650 GPU, LOCKEDAPARTis 16
times faster and delivers 1.5 times higher accuracy on Chrome, and 1.2 times
higher accuracy on Brave, compared to DRAWNAPART . On the Samsung Galaxy
S23, LOCKEDAPART is 310 times faster and achieves 1.8 times higher accuracy
on Chrome compared to DRAWNAPART .
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Fig. 2: Shows the accuracy and collection time of LOCKEDAPART and DRAWNA -
PART .
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4 Conclusion & Future Work

In this work, we introduce LOCKEDAPART , a novel GPU fingerprinting technique
that leverages the WebGPU API to achieve faster and more accurate microar-
chitectural fingerprints compared to DRAWNAPART . By measuring contention
between GPU threads directly, LOCKEDAPART demonstrates a significant im-
provement in both speed and accuracy across different browsers.

Future work will focus on extending our evaluation to clusters with more
identical machines. Additionally, we plan to test LOCKEDAPART on a broader
range of GPU models and vendors to generalize its applicability and robustness.
Finally, we aim to investigate how the passage of time since data collection
impacts the performance of LOCKEDAPART .
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