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Boomerang attacks [Wagner 99]

Combine differentials for two sub-ciphers:
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The independence assumption may fail! [Murphy 11]

Sandwich attack [Dunkelman Keller Shamir 10]:
add one middle subcipher E;, to handle the dependencies
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Boomerang Connectivity Table [Cid Huang Peyrin Sasaki Song 18]
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Basic properties [Cid Huang Peyrin Sasaki Song 18]

B(a,b) ={x € FY: S 1(S(x)Db)® S H(S(xDa)Bb) =a}

B(a,0) = 2™ and 3(0,b) = 2"

Relevant parameter: boomerang uniformity of S

Bs = max B(a,b)

For nonzero a and b:
B(a,b) > é(a,b)
with equality for all pairs (a, b) when S is an APN permutation, i.e. all §(a,b) < 2.

Open problem:
Find a permutation of F5, 2 even, with the lowest possible boomerang uniformity.



Our contributions

1. Lowest boomerang uniformity for 4-bit Sboxes
2. An alternative formulation
3. BCT of the inverse mapping

4. BCT of quadratic power functions



Invariance under equivalence

Affine equivalence:
Let F' and GG be such that

G =A50F o0 Aq

with A7 : @ — Li(x) ® a1 and Az : © — La(x) @ asg affine permutations.
Then,

Ba(a:b) = Bp (L1(a), L3 (b))

Inversion:

Bs—l(ao b) — IBS(b9 a')

Other equivalences: the boomerang uniformity is not preserved by extended affine
equivalence, ie. G = As o F o A1 P Ay



BCT of 4-bit permutations with § = 4
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Boomerang uniformity of 4-bit permutations

Proposition.

The smallest boomerang uniformity for a 4-bit permutation is 6.



An alternative formulation

B(a,b)= |{a: . S~ L(S(z) D b) ® S~L(S(x @ a) ®b) = a}

- Z({a; : S(x) ® S(x®a)=~ A S (S(z)Bb) & S~ (S(z)ByYPb) =a}

770

When ~ = b: (2) is equivalent to (1)

When ~ # b: Let
Va,y =18(x) : S(z) @ S(x @ a) =~}

(1) means that S(x) € Va,~. (2) means that (S(x) @ b) € Vg .

= B(a,b) = d(a,b) + Z ‘(VCL”Y M (VCL,’Y D b)){
v#0,b
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For planar permutations [Daemen, Rijmen 07]

Any S with 0g < 4 is planar.

In the previous formula:
if S'is planar, Vg~ and (Va,~ @ b) are 2 cosets of the same Vg ~.
= They are either equal or disjoint.

B(a,b)

5(a;0) + Y |(Vayy N (Vay @ b))
v#0,b

> b(a,y)

’Y#O . be Va,»')/
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a—=1

vl,l — {Oa 1,6, 7},
Vi = {0,9} &5,
V1,14 = {0,14} © 4

Example

B(a,b) = Z d(a,)

Y#£0 : bEV, A

v1,6 — {07 6} @ 11, v1,7 — {07 7} S9
Vi,11 = {0,11} &3 V1313 ={0,13} P 2
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Example

B(a,b) = Z d(a,)

Y#£0 : bEV, A

a—=1

vl,l — {Oa 1’ 69 7}1 v1,6 — {Oa 6} D 11, v1,7 — {O, 7} @©9
V1,9 =10,9} &5, V1,11 =1{0,11} &3 V713 ={0,13} D 2
V1,14 =1{0,14} © 4

For b = 6:
B8(1,6) =46(1,1) +6(1,6) =4+2 =6

14



Details on 4-bit Sboxes with dg = 4

We can prove:
e If the DDT has a row with at least two values 4, then 3g > 8;
e If each row in the DDT has at most two values 4, then B¢ < 10;

e If the DDT has a row with four values 4, then 3¢ = 16.
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BCT of the inverse mapping

S :x — x 1 over Fon, n even.

Main result.

4, if n=2 mod4
Bs = . _
6, f n=0 mod4

More precisely,

e If n = 2 mod 4, for any nonzero a, b,

)4 ifb € {a " lw,a " (wdp1)}
Bs(a,b) = {5S(a, b) otherwise

e If n = 0 mod 4, for any nonzero a, b,

6 ifb € {a " tw,a " (wap1)}
b) =
Bs(a, b) {5S(a, b) otherwise

where w is an element in Fy \ Fo

16



BCT of quadratic function with 6 = 4

General result.
Any quadratic permutation S with differential uniformity 4 satisfies 3¢ < 12.

Monomial permutations. For n = 2 mod 4,

2t 11

S:x—x over Fon with ged(t,n) = 2

satisfles 0g = Bg = 4.
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Conclusion

The lowest possible boomerang uniformity for an n-bit Sbox is
— 2 when n is odd or n = 6;
< 4 when n = 2 mod 4;

< 6 when n = 0 mod 4.
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