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Nostradamus Attacks Origin and Evolution

Nostradamus: Origin and Evolution
Chosen Target Forced Prefix (CTFP) Preimage Resistance!

e CTFP resembles the setting of a commitment scheme.

® For a hash function H, it should be hard to find a hash value ht, such that for any prefix
P of a known length, the attacker can construct a suffix S that H(P||S) = hr efficiently.

® The generic CTFP preimage attack on Merkel-Damgard constructions is known as the
Nostradamus attack.

TeChROLoGICAL

‘9—:’ UNIVERSITY

SINGAPORE

1John Kelsey and Tadayoshi Kohno. Herding Hash Functions and the Nostradamus Attack. EUROCRYPT 2006.
Tianyu Zhang (NTU) Improved MITM Nostradamus Attacks on AES-like Hashing FSE 2024 4/21



Nostradamus Attacks Origin and Evolution

Nostradamus: Origin and Evolution
Chosen Target Forced Prefix (CTFP) Preimage Resistance!

e CTFP resembles the setting of a commitment scheme.

® For a hash function H, it should be hard to find a hash value ht, such that for any prefix
P of a known length, the attacker can construct a suffix S that H(P||S) = hr efficiently.

® The generic CTFP preimage attack on Merkel-Damgard constructions is known as the

Nostradamus attack.

Evolution of Nostradamus Attacks
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Build a diamond structure with 2% leaf nodes — multi-collisions

® Node x;: hash values

® Edge xix;: a message
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Figure: A diamond structure with 23 leaves
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Nostradamus Attacks  Attack Framework

Offline Phase

Build a diamond structure with 2% leaf nodes — multi-collisions
® Node x;: hash values

® Edge x;xj: a message block m such that CF(x;, m) = x;
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Constructing 2 leaves

Fix n — k bits as constants and
enumerate the rest k bits
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Figure: A diamond structure with 23 leaves
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Nostradamus Attacks  Attack Framework

Online Phase

Find a "link" to diamond structure — preimage

e Compute the initial hash value xo = CF(IV, P).

® Find Mjjn that links xg to any leaf node x; of the stored diamond structure.
CF(x0, Mjink) = x5, 1< j <2k

® Look up the pathway from x; to ht as M;, obtain the suffix S = Mjj,||M;.
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v (Step 37, hr
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Figure: Nostradamus attack process [BGLP22] STWearoRE
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Nostradamus Attacks  Attack Framework

Generic Bounds of Nostradamus

Classic Quantum

Offline O(KkY/2 . 2(mtR)/2)  O(k1/3 . p(nt2k)/3)

Online O(2"*) O(2(n=k)/2)
Balance cond. k=n/3 k=n/7
Overall cplx. O(nt/2 . 22n/3) O(n'/3 . 237/7)
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Nostradamus Attacks Attack Framework

Generic Bounds of Nostradamus
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Integration of Meet-In-The-Middle (MITM) Attack?

® Use MITM attack to accelerate the online phase

¢ Shift the optimum towards a more efficient overall time complexity T e
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Preliminaries AES-like Hashing

AES-like Round function

Operators

® SubBytes: byte-wise substitution

e ShiftRows: byte-wise permutation, visualized as a circular left shift

® MixColumns: column-wise left multiplication of a 4-by-4 (MDS) matrix
AddRoundKey: bit-wise XOR of the round key

Round function f
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Preliminaries MITM Attacks

Overview of MITM Attacks

| D E— |

Message/Key-schedule

”l Partiall match m"l m"l my

(P« Target

Splice

Figure: A high-level overview of MITM attacks by Sasaki

@ Partition the compression function into two independent chunks
® Distribute DoF to both chunks and compute to the matching point
©® Obtain candidates that pass the partial match filter
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Preliminaries MITM Attacks

Automatic search of MITM attacks

Automation by MILP

® Model propagation rules and objective in MILP

® Use optimizers to search for the optimal attack strategy

Conventional byte classification

® neutral byte: only known in the current chunk, its influence to the opposite chunk is
constant (computational independence)
° M denotes a neutral byte for forward chunk
© [ denotes a neutral byte for backward chunk
® constant byte: predefined and known in both chunks, denote by M

® unknown byte: not known in either chunk, denote by [] ——
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Modified MITM Nostradamus Framework
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Modified MITM Nostradamus Framework Core idea

Complexity of MITM Nostradamus Attack in [ZSWH23|

Classic Quantum
Offline O(KY/2 . 2(ntk)/2)  O(K1/3 . 2(nt2k)/3)
Online (generic) 02"k O(2n/2=k/2)
Online (MITM) 02" 0@

Attack cond. k< n/3,7¢ >n/3 k<n/T, 79 >n/7

e 7¢/7Q: classic/quantum MITM attack advantage
¢ Distribute blue/red initial DoF in the target for a multi-target MITM attack

® Lower bound of the diamond structure size (in log2): k > BTAC + RTAC

Tianyu Zhang (NTU) Improved MITM Nostradamus Attacks on AES-like Hashing FSE 2024

b3
b3

NANYANG
TECHNOLOGICAL
UNIVERSITY

sssssssss



Modified MITM Nostradamus Framework Core idea

Extend the Multi-target Setting

Recall the format of diamond leaves: | n — k fixed bits K free bits |

Previous approach [ZSWH23]

¢ Allow only blue, red and gray bytes in target during search (preimage attack)
e Set the gray bytes as the fixed part

® Use the blue/red bytes to match the free part (multi-target)

Modification done in this work
e Search for a parital preimage attack instead of a preimage attack
® Introduce white bytes in target, and use all non-gray bytes to match the free part
® Modify the objective and expand the search space

® Lead to round breakthroughs on AES and Whirlpool preap 208
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Modified MITM Nostradamus Framework Core idea

Refined Complexity Analysis

o 7¢/7Q

° ky <

® Lower bound of the diamond structure size (in log2): k > k,, + BTAC 4 RTAC

Classic Quantum
Offline O(k1/2 . 2(n+k)/2) O(KY/3 . 2(n+2k)/3)
Online (generic) 02"k (9(2”/2—"/2)
Online (prev) o™ Tprev) (9(2"/2—Tﬁev)
Online (new) (’)(2”*"W*Tncew) (9(2"/2*kw/27T§§w)

Attack cond. k< n/3, ky, +71%, >n/3 k<n/T, ky, +715%, >n/T

. classic/quantum MITM attack advantage

WTACG: length of bits that are not matched in a partial preimage attack
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Modified MITM Nostradamus Framework Significance

Effect of Our Modification

Offline O(k1/2 . 2(n+k)/2)
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Modified MITM Nostradamus Framework Significance

Effect of Our Modification
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Applications on AES-like Hashing

Classic

Result Summary (Classical)

Target Setting ‘ #Rounds ‘ Time ‘ C-Mem ‘ qRAM Source
Classical 6 2827 | 822 - [ZSWH23]
Classical 6 277 276 - This work
Classical 7 PSS P2 - This work
Classical any 2881 | 9878 - [KK06; BFH22]
AES-MMO Quantum 7 2541 214 2495 QRACM+28 QRAQM | This work, [ZSWH23]

Quantum any 2564 217 2563 QRACM [BFH22]
Quantum 7 258 230 28 QRAQM This work
Quantum any 2009 | 2316 O(n) [DLPZ23]
Classical 4 2320 2192 - [ZSWH23]
Classical 6 RS P - This work
Classical any 23447 | 03442 - [KKO06; BFH22]

Whirlpool | Quantum 6 22167 | 964 | 92153 QRACM+216 QRAQM [ZSWH23]
Quantum 6 2214 261 | 22074 QRACM+2%* QRAQM This work
Quantum any 92213 271 22201 QRACM [BFH22]
Quantum 6 2230 o117 224 QRAQM This work
Quantum any 22383 ) pl212 O(n) [DLPZ23]
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Applications on AES-like Hashing

Result Summary (Quantum)

Quantum

Target Setting ‘ #Rounds ‘ Time ‘ C-Mem ‘ qRAM Source
Classical 6 2827 | 822 - [ZSWH23]
Classical 6 277 276 - This work
Classical 7 288 282 - This work
Classical any 2881 | 9878 - [KK06; BFH22]
AES-MMO ~ Quantum 7 2541 214 2495 QRACM+28 QRAQM | This work, [ZSWH23]
Quantum any 2564 217 2563 QRACM [BFH22]
Quantum 7 258 230 28 QRAQM This work
Quantum any 2009 | 2316 O(n) [DLPZ23]
Classical 4 2320 2192 - [ZSWH23]
Classical 6 2334 2333 - This work
Classical any 23447 | 03442 - [KKO06; BFH22]
Whirlpool | Quantum 6 22167 | 964 | 92153 QRACM+216 QRAQM [ZSWH23]
Quantum 6 2214 261 22074 QRACM+224 QRAQM This work
| Quantum | any | 2223 | 27 22201 QRACM [BFH22]
Quantum 6 2230 o 224 QRAQM This work
‘ Quantum ‘ any 22383 ) pl212 O(n) [DLPZ23]
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