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EoTl.op(x)="T:0p0E(X)
K k

~
A HHE ——H

Rotational-XOR cryptanalysis
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Observations on symmetric cryptanalysis

EoTle, ola(x)="Tc, 0lgoE(x)

k k
~
AeHE L He

More general cryptanalysis ?
where A(x) = La(X) + Ca, B(x) = Lg(x) + Cs

A tempting desire of unification
Mathematically elegant, better understanding, new attacks

A 20-year-old idea [Wagner, FSE 2004]

Commutative diagram cryptanalysis: not so fruitful! since.

to the best of our knowledge... 2/15



Commutative (diagram) cryptanalysis

- Linear cryptanalysis
i, To: By — Fp linear

E
X —— Y
l’”i O To
El
X — Y/ Differentials r=TId+4,

Rotational-(XOR) T=p+0
Linear commutants  7#=L+0...
Bijective affine commutants [This work]

Any commutants [FSE:Wagner04]
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In this talk

Affine commutation with probability 1: theory + practice
A surprising differential interpretation

A few words about the probabilistic case
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Commutative cryptanalysis principle

Godal
Find bijective affine A, B st. for many k: | ExoA=BoE | (all x are solutions)
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Commutative cryptanalysis principle

Godal
Find bijective affine A, B st. for many k: | ExoA=BoE | (all x are solutions)

E=R_y0o--oRoRy

Sufficient condition for iterated constructions
There exist Ao, -+ , A, st. foralli| A o R = R0 Al

Xo — X7 -——--- > Xp1 —— E(Xo)
lAD lA1 @) lA,,1 lA, = round-by-round and layer-by-layer studies.
20— 27 -~ y z_1 — E(2)
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Layer-by-layer probability-1 trail

Simplified setting for this presentation
- Commutation only: Eo A= AoE (case A = B)
- Parallel mappings: A:=A|[A||---|| A, where A: F]' — F7.
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AoS=80A += AoS=So0A = |self-affine equivalent S-box. |
Effective search for small m (4, 8 bits). [EC:BDBP0O3] [EC:Dinur18]

6/15



Layer-by-layer probability-1 trail

Simplified setting for this presentation

- Commutation only: Eo A= AoE (case A = B)
- Parallel mappings: A:=A||A|l---||A. where A: F)' — F7.
S-box layer

AoS=80A += AoS=So0A = |self-affine equivalent S-box. |
Effective search for small m (4, 8 bits). [EC:BDBP0O3] [EC:Dinur18]

Constant addition
Te(x) :==x+c, A(X):=La(x)+ Ca.

6/15



Layer-by-layer probability-1 trail

Simplified setting for this presentation

- Commutationonly: Eo A= AoE (case A = B)
- Parallel mappings: A:=A||A|l---||A. where A: F)' — F7.
S-box layer

AoS=80A += AoS=So0A = |self-affine equivalent S-box. |
Effective search for small m (4, 8 bits). [EC:BDBP0O3] [EC:Dinur18]

Constant addition
Te(x) :==x+c, A(X):=La(x)+ Ca.

AoTe(X)=La(X)+La(c)+Cca and TcoA(x)=La(X)+C+cCa

6/15



Layer-by-layer probability-1 trail

Simplified setting for this presentation

- Commutationonly: Eo A= AoE (case A = B)
- Parallel mappings: A:=A||A|l---||A. where A: F)' — F7.
S-box layer

AoS=80A += AoS=So0A = |self-affine equivalent S-box. |
Effective search for small m (4, 8 bits). [EC:BDBP0O3] [EC:Dinur18]

Constant addition
Te(x) :==x+c, A(X):=La(x)+ Ca.

AoTe(X)=La(X)+La(c)+Cca and TcoA(x)=La(X)+C+cCa

6/15



Layer-by-layer probability-1 trail

Simplified setting for this presentation

- Commutationonly: Eo A= AoE (case A = B)
- Parallel mappings: A:=A||A|l---||A. where A: F)' — F7.
S-box layer

AoS=80A += AoS=So0A = |self-affine equivalent S-box. |
Effective search for small m (4, 8 bits). [EC:BDBP0O3] [EC:Dinur18]

Constant addition
Te(x) :==x+c, A(X):=La(x)+ Ca.

AoTe(X)=La(X)+La(c)+Cca and TcoA(x)=La(X)+C+cCa

Linear layer
Let £ = (£;) be an invertible block matrix with m-size blocks ;.
LoA=AoL « |Ljola=LaoLsforalli,j and ca € Fix(L). |
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Midori [AC:BBISHA15] in a nutshell

A (not so) standard SPN
- AES-like,
- Standard wide-frail analysis,
- ...yet weak-key probability-1 (non)-linear approximations [TLS19, Bey 18]
- due to (excessive) lightweightness and sparsity.

The round function

p=AKoACoMCoPCoS
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OO | nw|n
(V23 BNV T BV, I V5
DO | ;| nw
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Midori [AC:BBISHA15] in a nutshell

A (not so) standard SPN
- AES-like,
- Standard wide-frail analysis,
- ...yet weak-key probability-1 (non)-linear approximations [TLS19, Bey 18]
- due to (excessive) lightweightness and sparsity.

The round function

p=AKoACoMCoPCoS
K = (Kol [Ky) € F}?8
Ko for even rounds
K for odd ones.
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Midori with weak constants

P=AKoACoMCoPCoS
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Midori with weak constants

p=AKoACoMCoPCoS

S|S
Sbox layer 1515 ]
S|S
S|S

S
| 5]
There exists a single non-trivial A* st. A* 0 S = S0 A*, z

S
S
s |
S
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p=AKoACoMCoPCoS

S|1S|S|S
Sbox layer |S|s]s|s|
S|S|S|S
There exists a single non-frivial A* st. A* oS = S0 A*, sTsTs1s
Cells permutation [ 0
Parallel mapping A : free commutation. —— )
Linear layer
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Midori with weak constants

p=AKoACoMCoPCoS

S|1S|S|S
Sbox layer |S|s]s|s|
S|S|S|S
There exists a single non-trivial A* st. A* 0 S = S0 A*, sTsTs1s
Cells permutation I 0
Parallel mapping A : free commutation. —— )
Linear layer
= M,‘/ olpa=Lao M,‘j Vij. But M/‘/ S {04,Id4}. wlw bl
- c4 € Fix(L). But M(c,c,c,c) = (c,c,c,c)forany c.
= Any A would work.
Constants e
Fix(La-) = (0x2, 05, 0x8). ~» Consider variants with modified constants. -

Weak keys: 1-bit condition per nibble ~ 29 out of 2128,
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Midori with weak constants, part 2

Recap
A*oP =Po A* forevery layer P (given weak constants/keys).

A* 0 E, = E, o A* for 1/2% of the keys k.

R
X0 —0> X1 ----- > Xr—1 —]> E(Xo)
R
20 T) Zy ——--- Yy .y —— E(Zo)
0 -

i * ) = |
P)((ix(A S A = ... A%) =1, foranyr!

r times
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Midori with weak constants, part 3

Xo — X1 —-——-- y X1 —— E(Xo)
Ao | A* Ay A* A * AflA*
Ol Wl WlA A= X @z =X @ A(X)
Zp — 27 ——-—- > Zr_1 —— E(Zo)
RO Rr—1
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Midori with weak constants, part 3

Xo — X1 —-——-- Yy X1 —— E(Xo)
Ao | A* Ay A* A | A* AflA*
al Wl Wl A=X0Z =X o A(X)
Zp — 27 ——-—- > Zr_1 —— E(Zo)
RO Rr—1

Surprising differential interpretation
0 = 0xf, ¢ = Oxa.

YA€ {5,0}°, P s, (X + A (X) = A) =271 = (x,x + A) = (x, A*(x)) with proba 21
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Xo — X1 —-——-- Yy X1 —— E(Xo)
Ao | A* Ay A* A | A* AflA*
al Wl Wl A=X0Z =X o A(X)
Zp — 27 ——-—- > Zr_1 —— E(Zo)
RO Rr—1

Surprising differential interpretation
0 = 0xf, ¢ = Oxa.

YA€ {5,0}°, P s, (X + A (X) = A) =271 = (x,x + A) = (x, A*(x)) with proba 21

2716 1 ] 2](’)
A A 5. ... oA —A
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Weak-key Differential interpretation

Recap

If k is weak:
_ ny — 0-32 / 16
IPX<iX(A—>A) 2722 forany A, A" € {0,0'}'°.

- s s 16) _ 0—16 s o116
IPX<iX(A—>{é,o}) 279 forany A € {s,4'}°.

- For any number of rounds, activate all S-boxes.
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Weak-key Differential interpretation

Recap

If k is weak:
_ ny — 0-32 / NIYARLS)
IPX<iX(A—>A) 2722 forany A, A" € {0,0'}'°.
- s s116) _ 0—16 ¢ 16
P s, (8= {5,0}1¢) =2"Tforany A€ {5,5'}°.

- For any number of rounds, activate all S-boxes.

Standard case : quite low Py x

Part of 9-round chosen-key distinguisher for AES-128.
Figure by J. Jean, extracted from Tikz for Cryptographers [Jean16].

11715



Weak-key Differential interpretation

Recap
If k is weak:
_ ny — 0-32 ’ 5 51116
IP’HiX(A—>A) 2722 forany A, A" € {0,0'}'°.
- s 516y _ 0—16 ¢ <16
Pxéx(A_){O’”} )=2"'¢forany A € {5,0'}°.

- For any number of rounds, activate all S-boxes.

Standard case : quite low Py x This work: high Py for some k
AN

SR MC

ko E Round 0
Ky
ky Round 1
Round 2
Round 3
Round 4
Part of 9-round chosen-key distinguisher for AES-128. B Oxf
Figure by J. Jean, extracted from Tikz for Cryptographers [Jean16]. ® 0xf or Oxa
ONo diff.

11715



Weak-key Differential interpretation, part 2

Probability

2-22
2-44 |
2-66
2-88
2-110 |
2-132 |

2-154 |

Wide trail arguments [BB
—e— Min. diff. proba. for Midori
Min. diff. proba. for variants of Midori (AES ShiftRows)

Weak-key distinguishers [This paper]
—#— Differentials for variants of Midori (weak constants), 296 weak keys
—— Truncated differentials for variants of Midori (weak constants), 2°96 weak keys

—4— Commutative trail for variants of Midori (weak constants, AES ShiftRows), 2°120 weak keys

4 5 6 7 8 9 10 11 12 13 14 15
Rounds

16
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Weak-key Differential interpretation, part 2

>-22 | - o o o o - o o o——n
274 4 ’ ‘*\-&\‘_\’\.’
> 2—66 i
= Wide trail arguments [BB,
2 2784 . Min. diff. proba. for Midori
-§ 2-110 | Min. diff. proba. for variants of Midori (AES ShiftRows)
>-132 Weak-key distinguishers [This paper]
1 —— nDifferentials for variants of Midori (weak constants), 2~96 weak keys
2-154 4 —m— Truncated differentials for variants of Midori (weak constants), 296 weak keys
—4— Commutative trail for variants of Midori (weak constants, AES ShiftRows), 2°120 weak keys
4 5 6 7 8 9 10 11 12 13 14 15 16
Rounds
Caution
- Same observations for the CAESAR candidate SCREAN (see paper).
- Same idea can be used to hide probability-1 differential trails [C:BFLNS23].
Good news

Probability-1 commutative trails can be automatically detected |
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A bigger weak-key space ?

WK space
Fewer "active” S-boxes = bigger weak-key space.

A A A A A Id A 1d
A A A A Id Id 1d Id
A A A A|TA d A 1d
A A A A Id 1d 1Id Id
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A A A A Id 1d 1Id Id

Modified-Midori study
- Constants : 4 active nibbles = 4-bit conditions.
- S-box: SoA*=A*0S Sold=Ido$S
- Cell permutation: Invariant pattern for AES ShiftfRows
- Px<ix (A* o M(x) = Mo A*(x)) = 274,

WK-space / probability tfrade-off
For 2120 weak keys, P s, (Ro M(x) = MoR(x)) =274
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A bigger weak-key space ? part 2

2-44 |
> 2-66 i
f . .
= Wide trail arguments [BB
§ 278 1 . Min. diff. proba. for Midori
<] 2-110 | Min. diff. proba. for variants of Midori (AES ShiftRows)
o
>-132 Weak-key distinguishers [This paper]

—#*— Differentials for variants of Midori (weak constants), 2°96 weak keys

2-154 4 —m— Truncated differentials for variants of Midori (weak constants), 296 weak keys

—+—' Commutlative trail Ifor variantls of Midori'(weak cor:stants, AEIS ShiftRow's), 2"120‘weak key? . . .

4 5 6 7 8 9 10 11 12 13 14 15 16
Rounds
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Conclusion

What was done
- Probability-1: automatically solved (paper + github)
- Probabilistic commutative trails: way-harder to study but weak-key study

Standard case : quife low Py x This work: high P, for some weak k
AN

SR MC
ko E Round 0
KS'Y

SR g MC
kq E Round 1
KS Y

k2E

KS Y

I@E

KS'Y
Ky E

B Oxf
B 0xf or Oxa
ONo diff.

Round 2

Round 3

Round 4

Part of 9-round chosen-key distinguisher for AES-128.
Figure by J. Jean, extracted from Tikz for Cryptographers [Jean16].

15/15



Conclusion

What was done
- Probability-1: automatically solved (paper + github)
- Probabilistic commutative trails: way-harder to study but weak-key study

Standard case : quife low Py x This work: high P, for some weak k
SR MC
Round 0 Round 0
SR MC
Round 1 Round 1
Round 2 Round 2
Round 3 Round 3
Round 4 Round 4

Part of 9-round chosen-key distinguisher for AES-128.

B Oxf
Figure by J. Jean, extracted from Tikz for Cryptographers [Jean16]. m 0xf or Oxa

ONo diff.

Further studies
- Algorithm for probabilistic affine-equivalence.
- Relationships with [C:BeyRij22] ? with invariant subspace cryptanalysis ?
- Hybridization: e.g. commutative-differential ?
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Experimental results

Recap
For Modified-Midori with ShiffRows and weak-key, ]P’X Sy (Ro A(x) = Ao R(x)) =274

3.0 1
trail w/ weak constants
< 257 =¥ hull w/ weak constants
E’ 204 —* trail w/ null constants
- —4— hull w/ null constants
§ 1.5
<
'T 1.0 1
< 1
E 0.5
= 00+--¥ -
—-0.51 .
3 4 5 6 7 8

Round r
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