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@ Proposed at Eurocrypt 2015
e Flexible parameters (partial or complete Sbox layers...)

@ The underlying block cipher of the digital signature algorithm
PICNIC

Figure 1: The round function of LowMC

n: block size  k: key size m: # S-boxes per round
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The Picnic Setting

The Security of PICNIC is directly related to the difficulty of
recovering the secret key K from a single plaintext/ciphertext (p, c).
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Previous Works

o LowMC — LowMCv2
o Higher-order differential attack (ICISC 2015)
o Interpolation attack (Asiacrypt 2015)

e LowMCv2 — LowMCv3
o Difference enumeration attack (ToSC 2018)

e LowMCv3

e 2 chosen plaintext-ciphertext pairs

e Difference enumeration + algebraic method (CRYPTO 2021)
o Algebraic MITM method (Asiacrypt 2022)

o 1 known plaintext-ciphertext pair (PICNIC setting)
e Guess-and-determine (GnD) attack (ToSC 2020, Asiacrypt 2021)

e Polynomial method (EUROCRYPT 2021)
e Polynomial method + GnD (Tosc 2022, ePrint 2022)
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Consider a system of m Boolean equations in u variables denoted by
E(z) as:
B(x) : Bo(w) = Ei(z) = - = By (2) = 0, (1)

where the algebraic degree of each E; is bounded by deg(FE;) < d and
L = (3’)0,51?1, o un—l) € Fg

o T — (yaz) — (y()ayla sy Yu—u1—15205 21, 0 0 7Zu1—1)-

Problem
How do we solve this equation system?
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The first method: the crossbred algorithm for d = 2

E;(x) can be rewritten as follows and each element in M and B is
linear and quadratic in y.

T
M - (2021, 2022, " * 5 Zu;—2%u1—15 205 215" * * » 2uy—1) = B, (2)

[ wm )

Z20%92
E _ _
Gauss eliminatiog.( 0 } ]\;,, ) N Zul L (%)
<1
K Rui—1 /
_>MN ' (ZO;Zla"' 7Zu1—1)T:BH° (3)
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The second method: Dinur’s algorithm for d > 2

The core idea:

e Randomly take ¢ = uj + 1 different equations from E(x) and
construct the new equation system F(x).

o A solution of E must be a solution of E. But a solution of E is
not always a solution of E/. We choose to enumerate the solutions
of F instead of E and then verify them by FE.

1 /-1
o A(z) =]lim(Ei(z) & 1)
o A(Z) =1 if and only if # is a solution of E(x).
e Enumerate all possible z such A(z) = 1.
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Difference enumeration attack

o difference enumeration phase: enumerate all the possible
differential trails to recover the compact differential trails.

e key-recovery phase: retrieve the full key from the recovered
differential trails.
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Difference enumeration phase

7o rounds r1 rounds ro rounds

AEO) Ag”‘u) AYO+T1) Ag’)
| ! | |
eﬁ—» Ay G?—» Aro Gﬁ—» Ar0+r1 eﬁ—» A,
Ag()) Agr()) Aér()-&-'rl) Agr)
No active S-boxes Enumeration
A0 Arn ? AT(J-‘rTl AT

Figure 2: Difference enumeration phase
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Difference enumeration phase (Asiacrypt 2022)
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Figure 3: Difference enumeration phase (Asiacrypt 2022)
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Figure 4: Introduce variables to represent the output differences of the S-boxes
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Difference enumeration phase (Asiacrypt 2022)

M - (uOvulv' T 7u3m6—1)T Do ="y (4)
([ uo )
u1

(4« |E . R
Gauss elimination o) U3E—1 2> —r | = e
/ ! U3t

\ U3me—1 /
!/

—)M{l . (UO;Ul,"' ,Ugt_l)TéBa/N = . (5)

@ The offline phase
o Insert the tuple (ug,u1, -+ ,ust—1,7 ) into the table D,,.
@ The online phase

o Each ~ L (ug, U1, -+ ,Ust—1)-
o Solve for (us¢, usgt1, - ,Usme—1) by enumerating all the free
variables.
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Problem

Problem

When the number of attacked rounds increases, the time complexity to
enumerate all the free variables grows since we still assume them all
independent variables.

Is it possible to improve further?
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New difference enumeration phase
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Figure 5: The new difference enumeration attack framework
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The new offline phase

/ T / T / /
M7 - (ug, w1, usi—1)" ® My - (Usg, Useg1, -+, Usme—1)” DA =,

The last w = n — 3m + 3e — rank(M,) rows are all zeros. Let

w' =n—3m+ 3e — (3ml — 3t)
=n—3mr; + 3e + 3t.

We can immediately obtain w’ linear equations involving 3t variables
as:

/ 24

’YH — Min ’ (U'Oaul) o 7u3t—1)T SvRe ) (6)

@ The new offline phase

o Insert the tuple (ug,u1,- - ,ust—1,7 ) into the table D .
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The new online phase

Observationl

Denote the input difference and output difference of the 3-bit LowMC
S-box by (Azg, Ax1, Azg) and (Azg, Az1, Azy), respectively. The
following 2 cubic equations are sufficient to describe its DDT"

(1 D Aaj’o)(l D Aazl)(l D Axg) = (1 D AZO)(l D Azl)(l D AZQ),
(1 D Axo)(l D Ascl)(l D Axg) — AzgAzg ® Ax1Az1 © AxgAzy @ 1.

y

@ The new online phase.

Do,
o Each 22 (u07u17 U 7u3t—1)-
e Obtain 2g equations of degree 3 based on the Observationl and
perform Dinur’s algorithm on them and find the solution.
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Key-recovery phase

1 round 1 round 1 round
|
L K Lint liat bl L n Key and intermediate variables. L Key and intermediat bl
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@ active S-box: 2 linear equations
@ inactive S-box: 14 quadratic equations
a: # active S-boxes b: # inactive S-boxes k + 3b: # variables
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Key-recovery phase (Asiacrypt 2022)

@ 2a > k + 3b: Gaussian elimination.

@ 2a < k + 3b: Gaussian elimination + Linearization technique.

Problem

Lower success probability.
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New key-recovery phase

@ 2a > k + 3b: Gaussian elimination.
@ 2a < k+ 3b

e For the first A\ inactive S-boxes, we can construct 14\ quadratic
equations in these free variables, 1 < A < b.
e Gaussian elimination + the crossbred algorithm.

e In order to facilitate the complexity calculation, we have
constrained the number of a to the lower bound, so that the
success probability of our attack is about 0.9.
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n|k|m|D|R|r0|r1|r2|r| T | M |Pro.|R—r

42| 68 | 67 | 177|125.38 | 122.76 | 0.56
128 1128 | 1 | 2 | 182 (42| 67 | 68 | 177 |123.21 | 117.18 | 0.90
421 69 | 68 | 179 |126.91 | 120.90 | 0.90

4 17 | 6 | 17 | 125.2 | 98.58 | 0.56
4 | 7 | 6 | 17 |117.59|106.02 | 0.90

64 | 101 | 102 | 267 | 189.72 | 182.28 | 0.51
1921192 1 | 2 {273 164|101 |102 | 267 |186.12 | 178.56 | 0.95
64 | 104 | 102 | 270 | 191.68 | 184.14 | 0.95

6| 9 | 10 | 25 |189.72 | 124.62 | 0.51
19211921102 | 30 | 6 | 10 | 9 | 25 |165.38 | 159.96 | 0.95
6 | 11 | 9 | 26 |183.93|178.56 | 0.95

85 | 136 | 136 | 357 | 253.34 | 247.38 | 0.54
256 1256 | 1 | 2|363|85|135|137|357|250.46| 241.8 | 0.97
85| 138 | 137 | 360 | 255.44 | 249.24 | 0.97

8 | 13 | 13 | 34 |253.82 | 187.86 | 0.54
256 (25610 2| 38 | 8 | 13 | 13 | 34 |231.08 | 217.62|0.97
8 | 14 | 13 | 35 |249.63 | 236.22 | 0.97
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Partial space

k3i Z3; = k3i + 2i X J2i+
=Yi

kaivz = 92 Z3i+2

Figure 6: S(ksi, ksit1,k3it2) = (23i, 23541, 23i+2)

If we guess two input bits as k3;11 = go; and ks3jro = go;11, the 3-bit
key variable takes value from the set

BP9t = {(y; © g2i92i+1, 92i» 92i+1) | yi € {0,1}},

where g2;, g2i+1 € {0, 1}.

e For example, consider the case when go; = 0 and g9;4.1 = 0, then
we have BY = {(0,0,0), (1,0,0)}.
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Construct the equation system

pt
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Figure 7: The attack setup for even and odd rounds for LowMC instances.

The first round is linearized.

Denote the key variables by K = (ko, k1, ,kn—1), n
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Associated Function

o After guessing 2m bits G = (go, g1, - , g2m—1) € {0,1}*™, we
obtain n equations over the partial space
K € BY = B991 x ... x B92m—292m-1_denoted by

Eq(K): Ego(K) = Ey(K) = -+ = Egn_1(K) = 0.
e For any given G = (90,91, ** ,92m—1),
EG,i(K) = EG,Z'(Y),O <i:1<n-— 1.

e We call Eg; the associated function of Fg; and Y the
associated vector of K.
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The details of the algorithm

o K — (Kl‘KQ), G — (GﬂGz)

e Randomly select [ equations from the n equations and denote the
new equation system as:

Eq(K1,K2): Rgo(Ki,K2) =+ = Rg—1(K;,K2) = 0.

A solution of Eg must be a solution of Eg, but a solution of E¢ is not
always a solution of Fz. We choose to enumerate solutions of Es and
then verify them by Eg.
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The details of the algorithm

o Eq(Ki,K3) +— Aq(Ki,K3) =1« Fg(K}) =1
<} 4g(K1,K2) = Hi;é(@G,z(KlaKZ) D 1)
° Fg(Kl) = EBK2€BG2 AG<K17K2)

° Let FG?Z [O] (Yl) = @YQE{Ovl}mlaym—ml—Fi:O A(Y17 Y2)

Proposition

Assume (K¥, K3) to be an isolated solution of Eg and (Y7, Y5) to be
the associated vector of (K7, K3).

Y5 = (Y s Yoy 1s " s Y1), then we have Fo(Yy*) = 1 and
Fail0](Y?) = 4y g + 1 for i € [0,mq — 1].
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r | n | k | m | N | ni | l | T | M | Gray Code | Exh.Search
9 7 | 13443 | 86.46

5| 129 | 129 | 43 | 4 3 2 | 133.87 | 45.00 136 146
/| /] 192 | 173

51192 {192 |64 | 4 | 9 7 1 196.39 | 125.38 199 210
9 4 | 196.78 | 65.00
/| /] 251 | 228

O 255 | 255 |8 | 4 | 15 | 11 | 256.74 | 165.52 262 274
15 | 6 | 258.92 | 84.59
6 | 5 | 19796 | 1284

61192 | 192 | 64 | 4 6 3 119752 | 6559 199 211
12 | 9 | 259.62 | 167.28

6 255 | 255 | 8 | 4 o | 4 | 26054 | 26.00 262 275
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e For difference enumeration attacks, we significantly push the
security margin of difference instances of LowMC with partial
nonlinear layers to 3/4 rounds.

@ For the picnic setting, we drastically reduce the memory
complexity for 5-/6-round LowMC instances with full nonlinear
layers.

@ The security evaluation of different instances of LowMC under
extremely low data complexity has not yet come to an end.
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Thanks for Your Attention!

sunyimeng@mail.sdu.edu.cn for any question!
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